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FHALRF 7 The course introduce: deep learning theories and practices for

Course cybersecurity.

Objectives ~ We will touch a wide variety of cybersecurity topics.
[t consists of malware types, common cyber-attacks, cyber threat
intelligence, and more about cybersecurity.
We will develop deep learning models to implement defense solutions to
protect a host from those attacks.
We will catch up with state-of-the-arts by reading tier-1 conference /
journal papers.
PEBLZEFAIFELT AL 2T B LA B4 F 4 {4
l%%m&%ﬂiiiﬁﬁ§‘ﬁﬁﬁ;%$%&m)ﬁ°%ﬁ@* i» 3R
Ao d-Me e MR ERAANPHRIE ¢ 2 HEL A7 ~ 1% RN » CNNiéﬁzé
SR E LR E e AT AR 5 % Z A R S FROR RO ~ Rt
#3538 Pler iiiiﬁé SR O BRI R S ¥:3W¢fﬁf¢“Wr&§
%EWMM@mﬁ Z BAttention 4] TARPEFERZ S PEFTAL 2pM
ERE
BHTEFHPEY > R FL O ETAL 2 AT @R FRAE O TR
o ME e ﬁ“ﬁlﬂwﬁﬁﬁﬁﬁ@Mﬁﬁw¥iﬁéﬁiifﬁﬁﬁ

AR B

Outline of

Lectures




Part A:
Computer security concepts
Malicious software
Malware static and dynamic analysis
The basics of deep learning
CNNs for malware static analysis
RNNs for malware dynamic analysis / spam detection
Part B:
Red Team Emulation
Security auditing
Intrusion detection
Attack detection
Part C:
Word embedding & Graph embedding
Encoder-Decoder & Attention
Transformer & BERT
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Transformer & BERT Part A:
Computer security concepts
Malicious software
Malware static and dynamic analysis
The basics of deep learning
CNNs for malware static analysis
RNNs for malware dynamic analysis / spam detection
Part B:
Red Team Emulation
Security auditing
Intrusion detection
Attack detection
Part C:
Word embedding & Graph embedding
Encoder-Decoder & Attention
Transformer & BERT

B0 #E Lecture : 35%
Method of . .
Instruction & ke 3t# Group discussion : 30%
% 3t Case study : 20%
Fe iy Practical exercises : 15%
#¥ Lecture © %
ELe Leon Reznik. Intelligent Security Systems: How Artificial Intelligence,
Textbooks Machine Learning and Data Science Work For and Against Computer
Security. Wiley-IEEE Press, 2021.
Joshua Saxe, Hillary Sanders. Malware Data Science: Attack Detection
and Attribution. No Starch Press, 2018.
>+ 2P Quinn, Joanne, Joanne McEachen, Michael Fullan, Mag Gardner, and Max
References  Drummy. Dive into deep learning: Tools for engagement. Corwin Press,

2019. Retrieved from https://d21.ai/
Simon J.D. Prince. (2023). Understanding Deep Learning. MIT
Press. Retrieved from https://udlbook. github. 10/ud1lbook/
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Notice
g 3380 53% Assignments (Group)
Grading - 8% Cybersecurity News
- 15% Malware Analysis
- 15% Machine Learning in Malware Analysis
- 15% Red Team Practice
15% Paper presentation & Discussions (Group)
25% Final project (Group)
7% Classroom Discussions
% 3P ¢ Teaching, interaction, oral presentation, assignments, and tests are
Notes 100% in English.

Bring your laptop for discussion and presentation
Programming skill: Python + PyTorch / Tensorflow

Basic knowledge of Network, Operating system, Computer basic.
You need to find your groupmates.




