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  資料蒐集、研讀、整理、策劃、設計、系統整合及執行專題研究之能力 

  創新思考及獨立解決問題之能力

The course introduce: deep learning theories and practices for 
cybersecurity.
We will touch a wide variety of cybersecurity topics. 
It consists of malware types, common cyber-attacks, cyber threat 
intelligence, and more about cybersecurity.
We will develop deep learning models to implement defense solutions to 
protect a host from those attacks.
We will catch up with state-of-the-arts by reading tier-1 conference / 
journal papers.

此課程為進行人工智慧在資訊安全相關研究與專題的課程，給予學生對於現今人
工智慧的在資訊安全上的攻擊、防禦等主題有深度的了解。課程涵蓋三個部
分，第一部分會介紹惡意程式相關議題，包含動靜態分析、利用RNN、CNN等類神
經網路的方法以偵測與分類惡意程式；在第二部分介紹紅隊演練模擬入侵攻
擊，透過側錄系統事件行為、發展入侵檢測系統；第三部分介紹典型深度學
習Embedding的演算法 與Attention機制，作為防禦惡意威脅與資訊安全相關工
具開發。

透過這堂課的學習，同學能夠了解資訊安全在防禦、偵測、辨識等的研究議
題，以及進一步的實作類神經網路模型在資訊安全相關研究上的任務。
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參考書目：
References

Part A: 
 Computer security concepts
 Malicious software
 Malware static and dynamic analysis
 The basics of deep learning
 CNNs for malware static analysis
 RNNs for malware dynamic analysis / spam detection
Part B: 
 Red Team Emulation
 Security auditing
 Intrusion detection
 Attack detection 
Part C: 
 Word embedding & Graph embedding
 Encoder-Decoder & Attention
 Transformer & BERT

Part A: 
 電腦安全概念
 惡意程式靜態與動態分析
 深度學習基礎介紹
 卷積神經網路於靜態分析
 遞歸神經網路於動態分析和惡意郵件偵測
Part B: 
 紅隊演練
 系統安全稽核日誌
 入侵檢測系統
 攻擊偵測系統
Part C: 
 詞嵌入與圖嵌入
 編碼器-解碼器與注意力機制 
 Transformer & BERT Part A: 
 Computer security concepts
 Malicious software
 Malware static and dynamic analysis
 The basics of deep learning
 CNNs for malware static analysis
 RNNs for malware dynamic analysis / spam detection
Part B: 
 Red Team Emulation
 Security auditing
 Intrusion detection
 Attack detection 
Part C: 
 Word embedding & Graph embedding
 Encoder-Decoder & Attention
 Transformer & BERT
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講授 Lecture：35%

分組討論 Group discussion：30%

案例研討 Case study：20%

操做練習 Practical exercises：15%

講授 Lecture：%



修課須知：
Notice

評量方式：
Grading

備註說明：
Notes

53% Assignments  (Group)
- 8% Cybersecurity News
- 15% Malware Analysis
- 15% Machine Learning in Malware Analysis
- 15% Red Team Practice

15% Paper presentation & Discussions (Group)

25% Final project (Group)

7% Classroom Discussions

Teaching, interaction, oral presentation, assignments, and tests are 
100% in English.
Bring your laptop for discussion and presentation
Programming skill: Python + PyTorch / Tensorflow
Basic knowledge of Network, Operating system, Computer basic.
You need to find your groupmates.


