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We wouldn’ t have to spend so much effort on network security if we
didn’ t have bad software security. In this course, we will
investigate several software-related issues ranging from system
software to web applications. We will also learn how to build security
into software design, how to write code securely, and how to verify
software security.

FAR S - Introduction
Outline of Managing Software Security Risk
Lectures . Selecting Technologies

On Open Source and Closed Source
Guiding Principles for Software Security
Auditing Software

Buffer Overflows

Access Control

Race Conditions

10. Randomness and Determinism
11. Applying Cryptography
12. Trust Management and Input Validation
13. Password Authentication
14. Database Security
15. Client-side Security
16. Web application security
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