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Software bugs in critical systems such as nuclear power plants and
cryptographic implementations may induce severe damage or security
vulnerabilities. It is thus important to ensure the correctness of
software implementations. Particularly in the Al era, where much code
1s written by AI, users unfamiliar with programming languages and
software security often generate erroneous and hazardous code. While
most programmers rely on testing to ensure software security and
correctness, testing typically only verifies a small fraction of
inputs and cannot provide complete guarantees. Formal verification is
a technique that provides high assurance of software correctness. In
this course, we will introduce an automatic verification approach,
where the correctness of a software implementation is transformed to
decision problems. Those decision problems are then solved by
automatic decision procedures. We will also show how this approach is
applied to the verification of cryptographic implementations in
industrial libraries such as Bitcoin and OpenSSL.
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